Certifying Data from Multiple Sources

[Extended Abstract]

Glen Nuckolls Chip Martel Stuart Stubblebine
Dpt. of Computer Science Dpt. of Computer Science Stubblebine Research Labs
UC Davis UC Davis 8 Wayne Blvd.

Davis, California
nuckolls @cs.ucdavis.edu

Categories and Subject Descriptors

H.3.5 [Information Systems|: Information Storage and
Retrieval—Online Information Services; E.1 [Data Struc-
tures|: General

General Terms: Algorithms, Reliability, Security

Keywords: Authentication, Hash, Database, Distributed

Introduction

There are many settings where data from multiple sources
is combined into a single online database. A combined data
set offers the convenience of a single source for queries and
the addition of query types that are dependent on the over-
all data set. These benefits come at the cost of introducing
new security concerns. Principal among them is the need to
ensure the honesty of the party who collects the data and
provides answers to users’ queries. In order to assure accu-
rate answers to queries, we need to prevent data corruption
whether it is inadvertent or due to malicious intent.

We provide a formal framework and specific implementa-
tions which address the problems that arise when an un-
trusted third party publisher collects and organizes data
from many different data owners and then provides answers
to user queries on the combined data set. We focus on
achieving the two closely related goals of providing a third-
party publisher with efficient mechanisms to:

1. Assure data owners that their data will be accurately
represented in answers to user queries.

2. Assure users that query answers will be accurate.

In our scheme, each owner gets a proof from the publisher
that his data is properly represented, and each user gets a
proof that the answer given to them is correct. Thus owners
can be confident their data is properly represented and users
can be confident they have correct answers. We show that a
group of data owners can efficiently certify that an untrusted
third party publisher has computed the correct digest of the
owners’ collected data sets. Users can then verify that the
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answers they get from the publisher are the same as a fully
trusted publisher would provide, or detect if they are not.
The results presented support selection and range queries
on multi-attribute data sets and are an extension of earlier
work on Authentic Publication which assumed that a single
trusted owner certified all of the data.

Sites which provide provably accurate data have many
important applications including consumer, financial, med-
ical and government settings. Many of these applications
draw from multiple sources for their content and we want to
provide ways to prevent dishonest data representation. A
product pricing engine provides a simple and familiar exam-
ple where a number of data owners, here retailers, contribute
data to an untrusted publisher, the pricing engine.

Extending Authentic Publication

Since our results extend Authentic Publication [3] to multi-
ple owners, we briefly describe the basic single Owner proto-
col. The initial setup has three steps: (1) A trusted owner
digests the data (e.g. with a binary search tree); (2) the
data is given to one or more untrusted publishers; (3) the
digest is distributed to the users. Once a Users has the di-
gest, they can send queries to an untrusted publisher who
returns an answer along with a proof that the answer is the
same as would be given by the trusted owner. Merkle trees
[8] provided the original basis for this work and so we give
an example using a binary search tree over data set D, with
the values stored at the leaves. The tree is digested using
a cryptographic hash function as follows: The digest value
of a leaf is the hash of its data value. The digest value of
an internal node is the hash of the digest values of its (two)
children. The overall digest value of the tree is just the di-
gest value at the root. With this digest value, an efficient
proof, of size O(log|D|) can be given that a data item is or
is not in the set.

Efficient protocols based on the Merkle tree approach [3,
4] and general methods for producing them [7] exist for a
number of settings [5, 9] and were proved to be secure in [7]
as long as the publisher is unable to find a collision in the
hash function. This approach has many advantages includ-
ing scalability, since anyone can be a publisher, efficiency,
since it uses efficient hash computations, and security, since
there are no secret keys used in the proofs to be compro-
mised. Also, in [1] they show how to guarantee data owners
that individual data items are properly included in a digest.

A number of structures including authenticated dictionar-
ies [4], and B-trees for data repositories [6] have been shown



to have authenticated versions. The work in [3] introduces
Authentic Publication and broadened the range of authen-
tication query types and in [2] this was extended to XML
document collections.

Challenges of the Multiple Owner Setting

Extending Authentic Publication to multiple owners presents
new challenges since there is no single trusted source. Now,
the Publisher must convince each Owner that the digest is
valid as well as convincing users that answers are accurate.
This is difficult since each owner only sees a part of the data
and digest structure being verified. Since the publisher is
not trusted, we must also prevent him from creating and
including his own values in the data set and digest. We now
give a high level view of our protocols for multiple owners:

1. Owners O; send their data sets D; to the publisher P.

2. Publisher P collects the data sets and computes a digest X
of the combined data set D = |J'_; D;, and for each owner,
a proof IT* that the data set D; is correctly included in X.
IT* and X are sent to each owner.

3. Each owner evaluates his proof and either accepts or rejects,
notifying any users of this result and X.

4. A user U sends query to P.

5. P computes an answer ans and a proof 7 that ans is correct,
returning these to U.

6. U evaluates ans and 7, and either accepts or rejects.

We consider two cases: 1) all owners are trusted to com-
plete the protocol, and 2) some owners are untrusted and
might conspire with the publisher or other untrusted owners.
We also consider settings where a trusted third party col-
lects owner approvals of the digest. This reduces owner-user
interactions and the user’s need to know about participating
owners.

Trusted owners

For a collection of n trusted owners, we provide an efficient
protocol that an untrusted publisher can use to compute a
digest value X' for a binary search tree storing the owners’
combined data set. The publisher provides a proof to each
owner, proportional in size to each owner’s data set (and
the log of the combined set), that X' is valid. If each owner
accepts their proof, and there is no collision found in the
hash function, then X' is exactly what a fully trusted pub-
lisher would have produced for the owners’ combined data.
We achieve this using a count certified search tree which we
define and use to support the protocol. A count certified
search tree uses an enhanced version of the Merkle tree di-
gest scheme. The digest value of a node now also uses the
node’s split value and the number of leaves in each of its sub-
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trees. This provides support for, among other query types,
authentication of answers to selection and range queries.
Users can query the Publisher many times based on X, just
as in the single owner Authentic Publication setting. We
also extend this result to digests of multi-dimensional range
trees which allows a richer set of multi-attribute queries (e.g.
return all digital cameras which have 1-3 mega-pixels, cost
$250-$400 and weigh at most 6 ounces).

Untrusted owners

If some owners are not trusted to follow the protocol, we
still want to guarantee each honest owner who approves the
digest that his data will be properly included in answers to
queries. As before, each owner gets a proof of size propor-
tional to his individual data set (and the log of the entire
data set). If an owner approves this proof, then he can be
confident that any answer a user accepts will contain ex-
actly those data items from his data set which satisfy the
user’s query. This works for selection, range, and multi-
dimensional range queries (e.g. in our digital camera ex-
ample above, a retailer who approved the digest value of a
publisher could be confident that all of his cameras which
fit the user’s criteria would be returned). We also provide
new, efficient mechanisms to prevent false data attribution.
An honest owner O can be sure that the publisher cannot
return a data item which is claimed to belong to O, but is
not in O’s data set.
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